Denis ARDOUIN - Valentin DONDAINE PPE3MG6

PPE4M6 - Eves of Network

Objectif : L’administrateur réseau de la M2L souhaite pouvoir tester le déploiement d’un outil
de supervision sur quelques éléments actifs pour ensuite en exposer les forces et faiblesses
a son Directeur.

Schéma réseau :

% IP: 192.168.2.121

5
PC-PT -
Server-PT PC admin Server-PT PC Client
NAS DHCP
IP: 192.168.2.120 IP: 192.169.2.123 1P: 192, 166.2,124 IP: 192.168.2.122

Nous avons donc, dans un premier temps, installé le service Eyes of Network 3.1 sur une
machine Xubuntu.
Il faut ensuite “rentrer” les machines dans 'EON.
Nous avons ainsi fait remonter :
- Le serveur NAS du labo SISR
- Un PC admin (administration de 'TEON)
- Un PC client
- Un serveur DHCP.
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Pour ajouter des machines dans EON, il faut se rendre dans “Administration ->
Equipements” puis cliquer sur le bouton “Add a New Child Host”.

Il faut alors renseigner certaines informations tels que des noms et I'adresse ip de la
machine en question.

se déconnect]

ation —>

Utilisateurs =1

processus
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configuration
&quipements
modales
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stockage

General Templates Network Imports Tools Ab

ADD A TOP-LEVEL HOST

Host Name:

[pC client

This directive is used to define a short name used to identify the host, It is used in host group and service definitions to reference this
particular host. Hosts can have multiple services (which are monitored) associated with thermn. When used properly, the $HOSTNAME$ macro
will contain this short name.

Host Description:

[PC client

This directive is used to define a longer name or description used to identify the host. It is provided in order to allow you to more easily
identify a particular host. When used properly, the $HOSTALIAS$ macro will contain this alias/description.

Address:

sz.19s.2.122

This directive is used to define the address of the host. Normally, this is an IP address, although it could really be anything you want (so long
as it can be used to check the status of the host). You can use a FQDN to identify the host instead of an IP address, but if DNS services are not
availble this could cause problems. When used properly, the $HOSTADDRESS$ macro will contain this address. Note: If you do not specify an
address directive in a host definition, the name of the host will be used as its address. A word of caution about doing this, however - if DNS
fails, most of your service checks will fail because the plugins will be unable to resolve the host name.

Add Host| [ Cancel ]

Il faut ensuite se rendre dans le menu “Inheritance” pour définir le systéme d’exploitation de
la machine sans quoi la remontée d’information ne se fera pas.

iinistration -> Nagios --> équipernents

Administration
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EONWER CONFIGURATOR

Search:

General Templates Network Imports Tools AL

HOST INFO FOR PC CLIENT

General Farents Inheritance Checks Flapping Logging Notifications Services Group Memberships Contacts

Extended Information Dependenc Escalations

E Host Name: PC client
Address: 192.198.2.122
Description: PC client
Display Name: PC Client
[ Edit ]

[ Delete This Host ]

CHILDREN HOSTS FOR PC CLIENT

PC client > Add A New Child Host

No Children Hosts Exists
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agios --> équipements

EONWEB CONFIGURATOR Search:
wchercher

= General Templates Network Imports Tools Aab
Accés Local
accés ssh
snrmpwalk HOST INFO FOR PC CLIENT
Généralités

General Parents Inheritance Checks pping Logging ifications rvices Group Memberships Contacts

authentification Extended Information Dependencies Escalations
agroupes L— Host Templates To Inherit From (Top to Bottom):

utilisateurs
procassus |- Add Template To Inherit From: | WINXP =1 add Tamglatel

snmp

snmptrapd

sauvagardas CHILDREN HOSTS FOR PC CLIENT
journausx
== PC client > Add A New Child Host

configuration No Children Hosts Exists

équipernents

Enfin, pour que la machine soit visible et disponible, il faut se rendre dans “Administration ->
Equipements”. |l faut alors cliquer sur “Tools” puis “Exporter”. Enfin, il suffit d’appuyer sur
“Restart” et la machine sera disponible.

Administration

iccas ssh

ninistration —> Nagios —-> &guiperments
=]

EONWEB CONFIGURATOR Search:

wthantification

General Templates Network Imports Tools Abo

roupes

ilisateurs

ocassus JOOLS

Ao &

amptvapd &4 Auto Discovery Importer
Find new devices and add them to your Lilac Import a configuration from various sources using
suvegardes Configuration Import Engines.
aurnaux
lagios & Exporter

Export the configuration to Nagies or other targets.

onfiguration

quipernants

nodales
ipplications
wrats planifiés

otifications
wancées

léploiement csu

ynchronisation
acti

inistration -> Nagios

ilisateurs =

ocassus EXISTING EXPORT JOBS

mp

Sand There appears to be existing export jobs. There should only be one running. If there are multiple showing as running, you should cancel them

PR or purge them. Click on a job to view it's progress and it's log.

uvegardes Name Description Start Time Status Actions
nagios 2019-04-02 14:55:38 Complete view Job Restart

arnausx

\gios.

nfiguration CREATE NEW EXPORT JOB

juipernents

odalas To begin an export of your configuration, an Export Job must be defined. Configure your export job below. Once created, your export job will
begin in the backaround. You will be able to check on the status of your export and view it's log as it continues running. You are advised to

iplications NOT edit anything in Lilac while your export is running.

réts planifiés Job Definition ID : 2

wificstions Job Mame

ancées

fer——— Job Description

nehronisation

ki

pliquer la

nfiguration ==

pports nagios Export Engine To Use

O [ Select An Engine To Use

pRsuration Choose an Engine to use for your Import Job from Above.

ackage :
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Administration
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On voit alors que les appareils sont disponibles dans I'onglet “Disponibilité”.

JOB DETAILS

Job Name: nagios
Job Id: 1

Start Time: 2019-04-20 09:43:54

Elapsed Time: 0 Hours 0 Minutes 4 Seconds
Current Status: Complete

Job Supplemental:
Performing Preflight Check With © d: fsrufe k7 /bin/nagi
Performing Nagios Restart With Command: /usr/bln/iudu /ct(/lnlt.dlnaulus restart

-v ftmp/lilac-export-1/nagios.cfg

Restart Job | Remove Job | Return To Exporter

3JOB LOG
Time Type Text
2019-04-20 09:43:54 HOTICE i il ter ing to export ¢gi configuration.
2019-04-20 09:43:54 HOTICE ter
2019-04-20 09:43:54 HOTICE ter to export main configuration.
2019.04.50 N9:42:54  HOTICF msenart

Il suffit alors de

lancer les checks pour voir les services qui sont disponibles et ceux qui ne le sont pas.

sponibilités - > fv@nements > vue eguipements

se déconnectd

April zo, 2019 9

exdeutions

problames

Cartograp!
thruk
nagvis
réseau
Evanements

évanements
actifs

évanamants
résalus

vue équipements
vue services

groupes
d'équiperments

groupas de
services

vue applications
vue impacts
Incidents

incidents
£quipements

incidents services

= Current Network Status

arréts planifiés o

Service Status lotals =

[ Up 1 Down Luncozciabic Tronding B ok Tororming ] Unknown Lcaticat [ roriing)
[ 2 | ] )
Ali Problems | All Types AJl Problems | All Types

3 18

Host Status Tofals
Last Updated: Sat Apr 20 09:45:22 CEST 2019
Undiated evary 90 seconds

Thruk 1.34 - v
Logged in as phi

Host Status Details For All Host Groups

select host with leftclick to send muttiple commanas Select multiple with shift + mouse

ct all - unselect all - all probles all with downtime
[Host-.  [Staws-. |lastChack-. Status Informati
[ = awmlr 04230 1741 15 42m s PING O - Pacusts perchss = 0%, RTA = 0.01 m
_ [DOWWIN 09:43:58 17d 18h 53m S1s CRITICAL - Host Unreachable (172.182.1)
# F, n 09:45:08 Od Oh Om 4s CRITICAL - Host Unreachable (192.198.2.122)
select all - unselect all - all problems - all with downtime

3 of 3 Matching Host Entries Displayed

Pour que ces machines puissent communiquer, il faut qu’elles soient dans la méme

communauté SNMP soit :

“eon”. Pour se faire, dans EON, il faut se rendre dans I'onglet

“Administration - SNMP” puis entrer manuellement “eon”
Il faut également renseigner la communauté dans chaque serveur ou PC dont la remontée
d’information se fera par EON.
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PARAMETRES DU SERVICE SNMPD

# level of access.
# By far, the most comwon guestion I get about the agent is "why won't
# it work?", when really it should be "how do I configure the agent to
# allow me to access it?'"
#
b snmpwalk # By default, the agent responds to the "EyesOfNetwork” commwunity for read
S Condralite # only access, if run out of the box without any configuration file in
e # place. The following examples show you other ways of configuring
» authentification # the agent S0 that you can change the community nawes, and give
# yourself write access to the mib tree as well.
#
# For more information, read the FAQ as well as the snwmpd.conf(S5)
# manual page.
H#HHHu4
# Firsc, map the community name "EyesOfNetwork"” into a "sSecurity name’
# sec.name source cormmunicy
comZsec notConfigUser default eon
= Nagios HEHH
» configuration # Second, map the Security name into & group name:
» équipernants 5 5
# groupName securityModel securityName
rpanicdiies group notConfigGroup vi1 notConfigUser

» applications

Les avantages et inconvénients d’EON sur un réseau :

Avantages :

- EON permet la surveillance en temps réel de machines et services dont la panne
pourrait représenter une perte d’activité préjudiciable, cela permet ainsi d’anticiper
toute sorte de dysfonctionnement.

- EON est simple a mettre en place et l'interface web permet a n’importe qui de le
configurer a sa guise.

- EON permet 'authentification depuis un serveur LDAP

- Mode auto-discovery

Inconvénients :

- Sile serveur hébergeant le superviseur tombe en panne, toute la surveillance du
réseau est alors comprise. C’est I'inconvénient de la centralisation. Pour y remédier,
il faudrait mettre en place une redondance des serveurs de supervision.

- La configuration en interface web ne supporte pas 'HTTPS
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